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Sub: Large scale pPropagation of Conﬁcker/Downadup worm

Dear Shri Jain,

It has been observed tnat a self-updating worm Win32 Conficker alias

Downadup, Kido is spreading widely and its infections in India has risen exponentially.

f

different afiected Micrasoft operating systems have been released.
The second iteration of the worm also spreads through open network shares and
altempts io access weakly-protected systems by trying common passwords.

The later variarnt, known as Conficker.B, also Propagates by copying itself
through 1JS3 memoiy sticks by infecting the autorun.inf file. This worm prevents

the infected computers from updating Security and systems software by blocking
access to domains of Microsoft and many security firms.

In view of the wide Spread exploitation, organizations are advised to follow the

owing countermeasures:

Apply appropiiate patcties as described in CERT-In vulnerability Note CIVN-
2008-170

Disable autoplay/aurorun features on al| removable drives.
Block ports 139 and 445 af the perimeter

Install and 'r_naintair'} Desktop Firewall and block the ports which are not required

Exercise caution when opening emaj] attachments and accepting file transfers
Exercise caution when clicking on links to web pages
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For further detaiis regarding this threat and related ﬁounternweasures refer to:

* CERT-In vulneraoility note (CIVN-2008-17’O)

http:/.’www.cert-fn.orq.fn/vulnerabilitv/civn--ZOOB-'l 70 htm
* CERT-In Virus alert

http:f/www.cert-in.o__rg.im’virusfwimSZ conficker.htm
* CERT-Ir Current activity

httpt/fvmw.c;ert—in.ogg._infcurrentaclsfcurrentactO?‘htm;‘:‘k‘.’CDK

For any further technical advice please contact . our Incident Response Halp

L

Desk.

With regards.

Shri Anurag Jain, IAS
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